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Abstract

This report summaries the work done under DARPA
contract F33615-00-C-1628 by Raytheon Electronic
Systems on the Information Assurance Reliability Model
(IARM) during the calendar period of April 2000 to April
2001. The initial phase of our IARM work was performed
under Michael Scroch as part of the Information
Assurance Science and Engineering Tools (IASET) until
November 2000 when a DARPA ITO re-organization
transferred the JARM effort to the CyberPanel program
under Catherine McCullough. Where the distinction is
important, we will refer to the work done under these two
DARPA programs as “phase 17 and “phase 27
respectively.

1 Introduction

The original motivation for the Information Assurance
Reliability Model (IARM) program was the application of
scientific and mathematical disciplines to advance the
state of the art of the theory and practice of Information
Assurance (IA). Initial disciplines to leverage as starting
points were Reliability and Fault management. In the
phase 1 conception of IARM, a method to provide a static
evaluation of an information system was sought. The
phase 1 model was found to have limitations when applied
to real-time monitoring as desired under Cyber Panel in
Phase 2. We attempted a more dynamic formulation in
phase 2 driven by the needs of CyberPanel that appears to
be more viable. However, we were not able to develop the
dynamic formulation past a conceptual model in the
reduced resources allotted for the program. In the phase 2
effort we also investigated other aspects of the model,
such as human behavioral modeling, experimental
validation, and real-time IA reliability monitoring which
we recognized would be important components for JARM
within Cyber Panel.

2 Mathematical Modeling (Phase 1)

Due to the complexity of IA systems, we decided that only
stochastic models had a reasonable chance of success.
After a brief period of research and evaluation, we
decided to base our core IARM model on Markov chains.
We documented our efforts in [1] where we proposed a
conceptual IARM. We outlined the class of inputs needed
for this model, and indicated how this model could be
used to compute IA metrics. We proposed a baseline 7-
state transition diagram (STD) to represent the IA
characteristics of general IA systems to evaluate,
including a detailed and rigorous definition of each state.
The underlying model at this point was a discrete time
Markov chain consisting of states with transition
probabilities representing transitions between the states.
We then performed a detailed analytic mathematical
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analysis of simplified two and three STDs and showed
that the underlying discrete time Markov chain could be
solved and had a meaningful interpretation in the context
of TA as documented in [2]. We quickly determined that
numerical solutions could be readily computed as
illustrated in [3] for the baseline 7-state STD. The fact
that probabilities were involved in the original model
placed severe restrictions on proposed methods to
compute the requisite transition probabilities. We
documented the basic properties of such probabilities in
[4]. We soon recognized that the use of DTMCs would
make the actual determination of the transition
probabilities very difficult if not impossible. We then
performed a tradeoff between DTMCs and the
corresponding continuous time Markov chains (CTMCs).
We concluded that the latter we more appropriate to
TARM. Happily CTMCs provided the solutions to several
conceptual problems without being any more difficult to
compute in practice. We proceeded to document an end-
to-end example of all of the needed computations for a 7-
state STD in [6] and provided the mathematical details in
[7]. These examples were done using the basic Matlab
(version 6) application. We also developed a simple GUI
application to solve the 7-state STD in a more user-
friendly manner and eliminated the need for Matlab. At
this stage of the program we concluded that our basic
approach was viable.

However, we recognized that very challenging practical
problems remained. One major challenge would be the
estimation of realistic transition rates from empirical data
for actual IA systems. Even if the transition rate problem
could be solved, we recognized the static nature of IARM
limited its usefulness to those lifecycle phases when static
analysis was adequate. Nonetheless, we felt that our initial
approach advanced the state of the art in IA modeling for
the original purposes of IARM and DARPA’s IASET
program. The objectives of Cyber panel in Phase 2 would
require a radically different approach.

3. Figures of Merit and Metrics

The solution of a CTMC naturally provides several basic
figures of merit such as the overall IA metric as well as
metrics such as the estimated time until the system is
compromised, or the expected time we expect a recovery
will take as documented in [6] and [7].

4 Transition Rates (Phase 1)

In the development of IARM, we recognized that
computing the STD transition probabilities (in the case of
a DTMC) or transition rates (in the case of a CTMC) was
a central, but difficult (and potentially intractable)
problem. We first reasoned that there would be a dialectic
between system defenses and system attackers. For
example, stronger defenses against system penetration
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would necessarily reduce the probability of being
penetrated. A stronger adversary would likewise increase
the probability of being penetrated. For the original
DTMC formulation of IARM, we attempted to derive
expressions for the IARM transition probabilities (see for
examples charts 8-10 of [3]. We concluded at the end of
the phase 1 effort that such formulas were unrealistic in
practice. This was one of the main reasons that the DTMC
approach was abandoned in favor of a CTMC model since
transition rates are not probabilities and not subject to the
very strict requirements for probabilities [5]. In the case of
a CTMC, we developed a method that in principle could
be used to compute the needed CTMC transition rates [6]
by observing the occupancy of the STD states at different
points of time. However, redirection of the program in
Phase 2 under Cyber Panel did not allow us to pursue
experimentation to validate our analytical hypotheses.

In Phase 2 we performed a review of experiments that had
been performed under Red Team efforts as part of
Information Assurance & Survivability, to determine of
any of the experiments had results that could be applied to
validation of IARM. The results of this review were
documented in [11]. It would be difficult to apply the
results (or interim results) of many of the IA&S
experiments to JARM due to a variety of reasons, which
include

- Lack of measurements that could be turned into
metrics and applied to a model;

- Complex objectives that make it difficult to determine
how to apply the results of the experiments to a
model;

- Lack of documented results.

The authors recommend that all future experiments
incorporate some form of metrics collection or
measurements in order to improve the chances of
applicability and repeatability beyond the initial intent of
the experiment and to better model information systems in
the future.

5 Real Time Reliability Monitoring
(Phase 2)

Under the Cyber Panel IARM Phase 2, we investigated
the state-of-the-art as well as current research efforts in
real-time reliability monitoring in an attempt to identify
fruitful areas to pursue for Cyber Panel Big Board aspects.

Current research in this aspect of system reliability is
receiving little research attention. We did identify one
current effort in the area of monitoring nuclear reactors,
where research is being performed both in the factors that
need to be visible to the system operator, and the methods
of display for human factors. These results were presented
at the Cyber Panel PI meeting in April 2001{12]. Our
conclusion is that in this area of real-time monitoring of
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system reliability, the field of Information Assurance has
little to learn.

Our research proved much more fruitful when we
looked at commercial and industrial application of these
concepts. There is a growing market for real-time
monitoring of systems that have high dependability
requirements. Examples that were identified during the
final phase of research include Internet Service Providers,
heart monitors, manufacturing and assembly systems, and
wireless and wide area networks. Both tools and service
providers (e.g. Reliamon) are emerging. They are aided by
growing experience in understanding symptoms that may
indicate system failures at hardware and software levels.
For example, Microsoft publishes guides and makes
available tools for reliability monitoring. Representative
references for these results can be found in [13].

Our conclusion is that similar approaches in IA
reliability monitoring are very feasible. However, it will
take considerably more experience in defending systems
against IA attacks, and the gathering of quantitative as
well as qualitative data with an intent to build a
knowledge base from which useful tools and displays can
be developed. It is our recommendation that experiments
be designed with this specific objective in mind.

6 Top Level Architecture (Phase 2)

Before IARM was transferred from IASET to CyberPanel,
we had already recognized the inadequacy of a static
approach to IARM. Incorporation of IARM in CyberPanel
would require a reformulation of several aspects of the
overall IARM in order to address the dynamic real-time
characteristics of the CyberPanel domain. The phase II
top level architecture is documented in charts 5-10 of [8]
where IARM is partitioned in three main modules:
Markov, Transition Rates, and Human Behavior. A major
difference in phase II is the adaptive formulation using
real-time observations (and any other relevant data) from
other components of CyberPanel. Thus transition rates are
now short-term empirical data that reflect the current JA
state of the system being monitored. The rates are now
explicit functions of time. The problem of computing
transition rate now appears more feasible in this context
since we recognize that many other areas of engineering
require such time dependent estimates. Once appropriate
inputs are identified, obvious internal models of the
transition rates might be based on a control theory state
model (or perhaps Kalman filtering theory might be
applicable). The transition rates then becomes parameters
that are internally modeled and computed in an adaptive
manner. Once estimates of the transition rates have been
computed, the Markov module (which is identifiable with
the CTMC model generated in Phase I) can be used to
compute IA figures of merit as in Phase 1.

The difference between Phases I and II is that the
computed metrics in the latter are now short-term future
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predictions (instead of static predictions for all time, or at
least as long as the system is not modified) which are
updated each time one or more transition rates change
value. An analogy is the Microsoft Windows estimate of
the time required to complete a file download in progress,
whose value is adjusted as network conditions vary.

7 Human Behavioral Modeling
(Phase II)

The third phase II IARM module is the Human Behavior
module. This is listed as a separate module since it
captures an important aspect of IARM that is not covered
by any other CyberPanel program. The basic approach for
development of this module is given in [9].

It is clear that the IA behavior of a system is highly
dependent on human behavior, including that of the
attacker, the system administrator or security personnel,
and users of the system. For example, a system with poor
security personnel might be very vulnerable to attackers
with poor skills. A highly capable attacker whose has a
strong motive to harm your system may be hard to defend
even with very capable security system administrators.

Several approaches to modeling human behavior were
identified and leveraged the extensive work already done
in such fields as sociology/criminology, psychology, and
€Conomics.

The modeling of human behavior in IA systems is highly
dynamic and adaptive. The actions of the attacker and
defender will be heavily dependent on the actions of the
other. As such, our starting point for modeling human
behavior was game theory. However, classical game
theory was found to be inadequate for this purpose since it
is too static. A search of the literature lead to other
promising approaches based on elaborations of game
theory such as algorithms based on self-adaptive genetic
algorithm learning in game playing or stochastic games as
just two candidates. A promising starting point would be
to leverage work done where two simulated opponents
play a game of simplified poker.

Significant work will be required to develop an adequate
model of human behavior in IA systems. The first step
was to study the extensive literature of the hacker culture
and past system exploits and to develop a simplified
attacker taxonomy. With the recent widespread use of the
Internet, the nature of attacks on a computer system has
profoundly changed. A good example is the ready
availability of “click and point” attacker tools that
unsophisticated attackers (often called “script kiddies”)
can use to successfully cause great damage to systems.

Thus, our initial work in modeling attacker behavior
concentrated on identifying whether the attacker of a
given system could be classified as a “script kiddie” or
not. Because of the “canned” nature of attack tools, this
seemed to be a good area for a proof of concept.
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Knowledge of whether or not the attacker of your system
was a script kiddie or not would be a very valuable piece
of information and would be a good starting point to
demonstrate in an attacker model. If this was successful,
further work would then concentrate on the “not a script
kiddie” branch. Since insider attackers are estimated to be
very prevalent, this might be the next type of attacker to
model.

We again emphasize that the IARM human attacker model
would be very adaptive and dynamic. For example, our
estimate of the type of attacker would probably vary as a
function of time, especially in the early stages of attack.
Another area of research is how to validate such a model
We have concluded that “red team” data would be of
limited usefulness since for example both sides have too
much information about each other. In addition, both sides
lack important motivating elements. For example, the
defender is not really worried about his system being
destroyed while the attackers do not have to be concerned
with being detected by law enforcement and possibly
apprehended and prosecuted. However, some useful data
does appear to be available in the form of “honeypot”
projects and other instances in which attack behavior was
observed and logged in great detail without the knowledge
of the attacker.

Participants at the April 2002 PI meeting encouraged us to
continue this area of research.

7 Conclusions

The results of IARM research during its two phases
demonstrate that a reliability approach to Information
Assurance of systems shows a lot of promise, and can
contribute to more rapid maturation of the field and
increased reliability of systems against IA attacks. The
current predominance of IA research into defense against
specific attacks, and the lack of useful metrics collection
are ignoring this promising direction for research and
system engineering. |
The IARM researchers have observed that too little
thought is being given to useful metrics to collect during
system operation, and in the course of other IA research.
For example, currently, it is common to measure the
amount of time it takes a Red Team to attack a given
system. However, metrics and observations related to the
affect of various Red Team or hacker actions on a system
would contribute significantly to the growth of IA
reliability and the ability to integrate IA approaches within
the system engineering process.
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